
PONTIFICIA UNIVERSIDAD CATÓLICA DEL PERÚ 

ESCUELA DE POSGRADO 

 

 

 

 

Exploratory analysis for the identification of false banknotes 

using portable X-ray fluorescence spectrometer 

 

 
Trabajo de investigación para optar el Grado de Magíster en Física 

 
 

AUTOR 
 

Marco Antonio Zamalloa Jara 

 
 

ASESORA 
 

María Elena López Herrera 

 

 
JURADO 

 

Prof. Jorge Andrés Guerra Torres 

Prof. Eder Rubén Sánchez Alcántara 

 

LIMA – PERÚ 

2018 



 
 
 
 
 

Resumen 

El objetivo de este estudio fue verificar si un espectrómetro portátil de fluorescencia de rayos 

X (pXRF) puede reconocer las marcas de seguridad de los billetes originales que pueden  

ser reproducidas por los falsificadores. Se estudiaron billetes peruanos: 4 genuinos y 3 

falsos, en 11 puntos de análisis cada uno, correspondiendo a 77 conjuntos de datos. El 

análisis de correlación de espectros entre los billetes originales fue 1.0, y no hubo 

correlación con los billetes falsos. El pXRF demuestra que dos marcas de seguridad fueron 

reproducidas por los falsificadores. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
NOTA: Este Tema de Tesis ha sido aceptado y publicado como artículo científico por la 

revista “Applied Radiation and Isotopes” el 31 de enero de 2018, y se encuentra 

disponible online a partir del 02 de febrero del 2018. La autoría del artículo la comparto con 

la Dra. Celina Luizar Obregón, y la Mgt. Carmen Araujo Del Castillo (Q.E.P.D.), siendo yo, 

Marco Antonio Zamalloa Jara, el primer autor y autor de correspondencia. 



 
 
 
 
 

Abstract 

The aim of this study was to verify if a portable X-ray fluorescence (pXRF) spectrometer can 

recognize the security features in banknotes that are reproducible by counterfeiters. Peruvian 

Nuevo Sol banknotes were studied: 4 genuine and 3 fake ones, in 11 points of analysis for 

each one, at all 77 data set. The correlation analysis of spectra among original notes was 

1.0, and there was no correlation with fake banknotes. pXRF prove that two security features 

were reproducible for counterfeiters. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
NOTE: This Thesis Theme has been accepted and published as a scientific article by 

"Applied Radiation and Isotopes" journal on 31 January 2018, and it is available online 02 

February 2018. The article authorship I share with PhD. Celina Luizar Obregón, and Mgt. 

Carmen Araujo Del Castillo (R.I.P.). I am the first author and author of correspondence. 
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1. Introduction 
 

Falsification of currency banknotes is a fairly frequent illegal activity. The falsification of 

Dollars (CNBC, 2016; Reuters NBC News, 2016; Rusanov et al., 2009), Euros (Cabitza, 

2012; Europol, 2012) and other currencies has forced governments to elaborate ever more 

sophisticated security features (Dwan, 2002), as for example, the development of micro- 

printing, the use of fluorescent inks, plastic paper and the use of substances reactive against 

UV and IR, among others. In Peru, the latest false banknotes are very difficult to identify for 

most people (Franklin, 2016) because falsifiers can reproduce many of the security features 

established by Peru´s Central Reserve Bank (BCRP) as are fluorescent images under UV 

light and chalcographic marks for touch recognition (BCRP, 2016). This problem affects low- 

income populations and tourists who are not familiar with the national money. Tourism is one 

of the most important financial income sources in Cusco, Peru. 

Peruvian counterfeiters have managed to reproduce high quality forgeries of paper currency, 

one being the highest value banknote, the 200 Nuevos Soles bill, said to be the ‘best fake’. 

Counterfeited banknotes present a texture very similar to that of a genuine banknote. They 

contain metallic threads with reflections and colorful fluorescent designs very similar to those 

expected to see in a UV detector for a genuine bill. Furthermore, the current development of 

printing technology allows the falsifiers to obtain a higher image quality, with details that are 

very similar to those present on genuine banknotes. 

These and other aspects make the identification of fake banknotes difficult in Peru, and 

highlight the necessity of developing security marks that cannot easily be reproduced, and 

which, in turn, are easy to identify by common people. This problem also creates the need to 

develop new techniques that differentiate genuine banknotes from false ones. 

In literature, the use of techniques to recognize fraudulent banknotes has been reported. For 

example, there is the use of image analysis for texture identification (Hassanpour and 

Farahabadi, 2009; Cao, S. Nie, X. and Cheng, Z., 2012), intelligent recognition of paper 

currency systems based on image analysis (García-Lamont et al., 2012; Sargano et al., 

2014), near infrared spectroscopy to characterize the cotton paper currency (Dale and Klatt, 

1989), Raman spectroscopy to identify the organic nature of inks in banknotes (Jelovica 

Badovinac et al., 2010), and among others (Roy et al., 2015). The X-ray fluorescence 

spectroscopy (XRF) is a non-destructive technique that allows simultaneous identification of 

several elements, in short time (Cesareo et al., 2007). XRF was used for the identification of 

lead in American Dollar banknotes, as a drying agent, before the 90s (Nir-El, 1994), and 

recently, to compare dyes used in stamps and one Lira banknotes, in Croatia. Appoloni and 

Melquiades (Appoloni and Melquiades, 2014) also showed that portable the X-ray 

fluorescence spectroscopy (pXRF) is a useful non-invasive technique, in the study of paper 

currency. In this sense, the present study intends to demonstrate that pXRF can also be 

used to identify fake Nuevos Soles banknotes and recognize the security features in 

banknotes that are reproducible by counterfeiters. 
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2. Material and methods 
 

The analyzed samples were collected in the city of Cusco, and correspond to the 200 

Nuevos Soles banknotes in circulation (BCRP, 2015). It is the highest denominator banknote 

in circulation, for which reason also makes it the most lucrative to falsify. Three of them were 

counterfeited (I, III and V), and four were genuine (II, IV, VI and VII). Each bill was taken 

randomly and was already in circulation in the economy. The origins of the fake bills are 

unknown. 

A visual evaluation, under normal illumination, of the original banknotes was performed and, 

based on their color diversity 11 points were selected for pXRF analysis: six on the front side 

(from 1 to 6), and five on the reverse side (from 7 to 11) as shown in Figure 1. For each point 

there were two kinds of data: first, the spectra with 2048 values (channels), and second, the 

element concentration in ppm. 
 

Figure1. pXRF analysis points for the two hundred Nuevos Soles banknotes, (a) front side, 

and (b) reverse side. 

 
 

For the pXRF analysis a handheld Premium DELTA Olympus portable fluorescence 

spectrometer was used, with a broad area SDD silicon drift detector, Rh 4W X-Ray tube and, 

200 A maximum intensity. The analysis was performed in Soil mode. The equipment shot at 

the sample three times (three beams) consecutively at exactly the same point while 

maintaining equal geometry. The experimental conditions were acquisition time, tube  

voltage, and tube current, as follows, beam-1: 15s, 40 KeV, 67 A; beam-2: 20s, 40 KeV, 34 

A and, beam-3: 30s, 15 KeV, 78 A respectively. 
 

Before the experiment, the equipment was checked to make sure it was working correctly 

using a 316 Stainless Steel Calibration Check Reference Coin. For all the experiments a 

stand workstation was used. The x-ray gun was placed under the workstation and faced 

upwards, then the bill was placed on the shooting window. Through a mini CCD camera 

(model DP-600-CC) the irradiated area could be observed, that corresponded to a circular 

diameter of 8mm. The spectra and the element concentration were obtained using the Innov- 

X Delta software. 

The 11 points analyzed on each bill correspond to 77 sets of data. In the case of the spectral 

analysis, 77 spectra were considered, each containing 2048 data, corresponding to 2048 

channels (1 to 2048), and the respective number of counts per channel. Each channel is 

associated with an energy value (0 to 40 KeV). This involves the manipulation of 157696. In 

addition, the Soil mode of the pXRF spectrometer provided three spectra for each point, 
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since three beams were used, making the initial total amount of data about 473088. 

However, the preliminary analysis showed that the elements present could be studied with 

the third beam (0 to 40 KeV), which significantly decreased the amount of data used. 

During the experiment, the bills were mixed in a way that they could not be recognized as 

originals or false. A set of XRF chemical emissions were considered to characterize and 

identify the original bill, therefore the genuine bills should have equal or similar emissions, 

because in theory they came from the same manufacturer and so should show equal 

correlations (cor (x,y) = 1) between spectral intensities for each energy. 

Then, applying R-Studio v. 0.99.486 the correlation between all the spectra using the  

function “cor (x,y)” was calculated. That operates as a default Pearson’s linear correlation, 

and measures the lineal relationship between two quantitative random variables and is 

independent from the scale of measurement of the variables, which correspond to different 

spectra. Thus, a matrix with 2048 rows (energy channels) was constructed per 77 columns 

(counts or intensities) of the 11 analysis points for each of the 7 banknotes. Only beam-3 

spectra counts were used, since they contained all the elements of interest. To find the 

number of correlations in the algorithm of the program in R, the equation [n (n-1) / 2] was 

used, where n is the number of banknotes (n = 7), obtaining 21 correlations for each point, 

making a total of 231 correlations (21 x 11 analysis points). 

After observing the results, the correlations between the selected points were almost 

identical on the authentic bill, despite being well-used and already in-circulation. From this, 

we could conclude our experiments on the genuine notes, as they all showed the same 

result. The software Innov-X Delta reported the presence of the elements, the spectral peaks 

were matched to emission energy tables, after that the presence of the elements were 

evaluated and confirmed. 

Furthermore, in order to validate the results, it is necessary to use matrix standards similar to 

paper money with a thin film geometry. However, we only had the SRM® 2710a Montana I 

Soil and the SRM® 2711a Montana II Soil standards that feature infinitely thickness 

geometry. These were placed in the stand workstation of the pXRF and analysed under the 

same conditions as the bills. Then, the standards were used only with the intention of 

demonstrating the validity of the results reported by the equipment. 

The PCA multivariate analysis used Pirouette 4.5 and the concentrations obtained from three 

beams of Innov-X Delta software, for the 15 identified elements. These were considered as 

variables, meanwhile the 11 points, in each one of the 7 banknotes, constituted a total of 77 

samples. A mean centering pre-processing was performed, to mitigate the influence of the 

Ca and Ti variables magnitude, and 7 factors were considered as a maximum. 
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3. Results and discussion 
 

Twelve (12) elements were identified using the genuine banknotes pXRF elemental analysis: 

Ca, Ti, Cl, Zn, Cu, Fe, K, Sr, Mn, Zr, Cr, and S (Table 1). These elements can be separated 

into three groups, the first, with mayor intensities: Ca and Ti. The second group, with middle 

intensities: Cl, Zn, Cu, Fe, and K. The third group with lower intensities: Sr, Mn, Zr, Cr, and 

S. Lead (Pb) was found only in two of four original bills. 

 

Table 1. 

Average intensity in beam 3 (Count / s) of the elements present in the original 
banknotes for each analysis point. 

 

 

 
These results coincide with those reported by Appoloni and Melquiades (2014) who 

highlighted the presence of Fe, Ti, Ca, Sr and Zr in a R/.50.00 Brazilian Reales currency 

banknote, and in a USD $50.00 American Dollar banknote, they reported Fe, Ti, Ca and Zn 

and, finally, the presence of Ti, Ca and Y, in a €50.00 Euro banknote. The above-mentioned 

authors indicate that these banknotes coincide in the presence of titanium´s white pigment in 

paper currency. 

The false banknotes show a different elemental composition (Table 2). 15 elements were 

identified and can be divided into two groups: The first is composed of the same elements as 

in the originals: Ca, Cl, Ti, K, S, Fe, Mn, Zn, Sr, Cr, Cu and Zr. The second group can be 

constituted by As, Y, Pb, and where As and Y show up once or twice. Meanwhile lead is 

present in more than 7 of the 11 analyzed points in all the fake bills. 
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Table 2. 

Elemental composition (ppm) found in the false banknotes 
 

 

 
It is logical to expect that the spectral correlation on each point should be 1.0 with all original 

banknotes. The pXRF analysis confirms the previous statement. Table 3 shows the spectral 

correlation of the elements identified by pXRF for the false banknotes (I, III and V) and the 

genuine ones (II, IV, VI and VII). For example, in the second analysis point (2), the 

correlation between the false banknote (I) and the genuine one (II) is 0.81, meanwhile the 

correlation, at the same point, between the original banknotes II-IV, II-VI, II-VII, IV-VI, IV-VII 

and VI-VII is 1. 
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Table 3. 

Spectral correlation in the eleven points, between the original (II, IV, VI, VII) and false (I, III 

and, V) banknotes 
 

 
 

It was observed that any one of the correlations, between the genuine banknotes (Figure 2a), 

is always equal to 1, with the exception of the correlations between the II-VI, IV-VI and VI-VII 

banknotes, at point 1, which could be due to the banknote´s contamination and wear from 

being in circulation. This shows the fabrication reproducibility of the studied original 

banknotes, and the potential pXRF as an applicable technique in the forensic analysis 

sustained in the elemental analysis. 
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Figure 2a. Spectral correlation in each one of the eleven analysis points between the 
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Figure 2b. Spectral correlation in each one of the eleven analysis points between the 

originals (II, IV, VI and VII) banknotes and false ones I, III and V. 
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In a similar way, it was observed that the points 4 and 7 present high original/false Pearson 

correlations, and even give a value equal to one between false banknotes (I and V), 

implicating that these points could be falsified with greater ease (Figure 2b). 

False notes generate different emissions than the authentic ones, which is shown with 
correlations between 0.65 and 0.8. Likewise, there are points of analysis in counterfeit notes 
with correlation in respect to the original, close to 1. Thus, we consider that these points can 
be reproduced by counterfeiters. From Figure 2b, we can conclude that the best falsification 
corresponds to bill V, which has correlations between 0.93 and 1 with the original bills. 

The pXRF data show that point 5 is the most difficult one to reproduce (Figure 2b). 

Therefore, one can state that pXRF is a technique that allows for orientation of the type of 
security feature to be developed in banknotes. 

In Table 3, it is observed that the difference in correlation obtained from pXRF, between real 
banknotes is of a centesimal (0.01), considering the banknotes were not new, and that they 
were in circulation, these values might reflect a certain degree of contamination proceeding 
from manipulation for being in circulation. The use of new banknotes, in the study, would give 
correlations equal to 1, as results. Thus, it is possible to assert that pXRF is a technique that 
not only allows identifying false Soles banknotes, but, also, the development of new ones. 

The result of the principal components analysis (100 % of accumulated variance), based on 
the concentration obtained by pXRF, presents the separation of two groups: genuine and 
false. Although samples b1-2 and b1-5 (points 2 and 5 in banknote I, respectively) could look 
like outliers, their exclusion does not conduce to a better PCA result. The same happens with 
the exclusion of Ca, Ti and Cl. 

The 3D graphic of factors (Figure 3a) shows the separation of the two groups: Originals in 
red (B2, B4, B6 and B7), and false in brown (b1, b3 and b5). The loadings’ graphic (Figure 
3b) shows, that the presence of Ca is important in the false banknotes’ characterization, as 
well as that of Titanium, in the genuine banknotes. This fact could be related to the type of 
paper used and Titanium ink previously reported. The presence of Calcium (Figure 4), in the 
genuine banknotes is notably lesser than in the false ones. 

 
 

 
Figure 3. Principal components analysis 3D graphic of (a) scores and (b) loadings. Original 

banknotes are in red (B2, B4, B6 and B7) and false banknotes in brown (b1, b3, b5) with 
their eleven sampling points. 
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Banknote I has a different presence of Chlorine to that observed in other fake bills. Point 2 
(b1-2) and point 5 (b1-5) are characterized by their content in this element (16.1 % and 

21.2%) respectively. 

Calcium concentration (ppm) found in the 11 analysis points, in all 
banknotes 
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2 
 

0 

1 2 3 4 5 6 7 8 9 10 11 
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Figure 4. Calcium concentration (ppm) found in the 11 analysis points, in all banknotes 

 
 

On the other hand, in point 5, the false banknotes also show a different elemental 
composition to that of the genuine ones. That is to say that, although under UV light, these 
points could seem red to the human eye, and identical to the original. However, the pXRF 
emission shows that they correspond to different energies, thus identifying the falsification. 
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It is known that the trace elements distribution, in different samples, tends to relate to the 
sample´s origin. In this sense, Figure 5 shows the variability of the minority elements profile, 
the false banknotes (I, III and V) composition is different to the genuine banknotes (II, IV, VI 
and VII). 

In Table 4 we compare our results from the experiments using the specified values from 
Standard Reference Material SRM 2710a Montana I Soil and SRM 2711a Montana II Soil. 
The experiment values correspond to the average of three measurements made under the 
same condition for all the points analyzed on the 200 Nuevos Soles bill. The table shows that 
the experiment concentrations were very close to the certified values, which validates the 
results obtained by the pXRF. 

Table 4. 

Values of elemental composition in SRM 2711a and SRM 2710a obtained by pXRF 

 

 

 
Moreover, pXRF let us identified the presence of small quantities of some toxic elements in 
the false banknotes: Cr, Pb, and As (Table 5). Chrome was found in point 2 of all fake bills,  
in the false banknotes Bill-III (341 ppm) and in Bill-V (663 ppm), it exceed the limit for toys 

and desk utensils (60 ppm), allowed by Dirección General de Salud Ambiental-DIGESA in 
Peru (DIGESA, 2008). Pb and As are under the permissible limits. 
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Table 5. Values (ppm) of some toxic elements in the false banknotes (I, III and V) 
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4. Conclusions 

The results from the semi quantitative elemental analysis, using pXRF, show that the 
chemical composition of the ink used in the false banknotes is different to that of original 
ones. The data analysis allows an insight into the pXRF´s potential, as a technique 
applicable to high quality fraudulent paper currency detection and also allows identifying 
which are the security marks that are easily and more faithfully reproduced by falsifiers. The 
use of principal components analysis, in the data processing, also allows an insight into the 
pXRF’s applicability in this field. 
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